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that means I know I've had a lot of people come up and ask me about it so here it goes
the circle is a symbol used in many cultures to signify an unbroken cycle or a chain
in Wicca a practitioner will cast a circle around a ritual area for the beginning of a ritual moving
clockwise this is known as deosil a sacred space for worship and magic is created with the circle
allowing protection from outside forces and concentrated focus of energies to be contained
within the circle at the end of the ritual the practitioner will move counterclockwise
or Witter shins to release and return the energy contained within the circle back from whence it
came as is the case with most religions its symbolism is reflected within society we have
social circles that expand and contract
and society has a tendency to draw circles around itself using divisions such as class and race to try
to contain themselves but as history has shown us all of these circles are eventually undone and
what is contained within them is released and returned to the elements from when it was drawn
what if the circle is a technological or won or what if the so-called magic that was with that
that was within the closed circle, is technological in nature.
How do we release that type of magic?
Part of the problem is that we don't think about the prison cell we live in.
And we are prisoners.
The shackles are poverty, social division, ignorance, dissension,
and a media that stupefies us with a news machine that churns out mind-controlling propaganda
along with a strong infusion of gimme, gimme, gimme to drive up debt
to ensure we are chained to a job and playing interest on our gold cards for the rest of our lives.
The key to unlocking these shackles is information.
And that is what we're going to talk about today.
At first glance...
Most journalists that are here, most of them, not all of them,
but most of them are probably going to report that this particular talk is on hacktivism.
To a certain extent, they will be correct,
but as most journalists call half of the website defacements, active hacktivism,
then, in truth, this is not a talk about hacktivism at all.
This is a discussion about politics, and this is a discussion about technology.
Once upon a time, it was...
Commonly... What was commonly thought of as cyberspace was a cavernous thought construct
whose physical borders and wires consisted of phone company equipment,
X.25 relays, large components of the military-industrial complex.
Mainly, it was more machines and machine-driven than it was people.
What few outside explorers, real outside explorers, that wandered into this realm,
those were us, the hackers.
Now, of course, we are rapidly approaching complete social acceptance of the computer within the home.
We have movies with titles like You've Got Mail.
We have grandmothers that exchange recipes via ICQ.
And this is probably one of the more annoying things, a little bit of a rant.
At least for me, when you hear news anchors on television,
that say, for more information on this story, please go and log on to our website at abcnews.com.
So I'm thinking, oh, log on.
Forget the browser. I'll just use SSH or Telnet and go in there and poke around on my own.
That is what they meant, right? Log on? That's a username and a password.
I don't know. Maybe not a good defense in court.
In my opinion, cyberspace is not a game.
Cyberspace, to an extent, is de-evolving, at least on the surface.
With the advent of the World Wide Web and every company on the planet trying to get in line,
it has become a polluted and over-commercialized place.
The web had potential but is rapidly becoming interactive television,
complete with thousands of ads, very, very little decent content,
and a least common denominator style of marketing and presentation.
And I am supposed to hack that.
If I wanted that kind of shit, I would steal cable television.
Thank you very much.
In many ways, this is just surface tension, though.
There are a few interesting things that are going on that are happening.
Some of the more important ones that need to be discussed need to be brought to light.
I'm going to give you a little bit of background on that.
What have we done?
First off, we've created a wealth of tools.
We've got a lot of tools, and tools can be used for good or evil.
There's kind of a popular sentiment that you can take a hammer and you can build a house with it
or you can cave someone's skull in with it.
And I think that's very true with a lot of the tools that hackers use.
They've put together.
And I'm not going to exclude myself from that particular arena.
I've done that.
And it's mainly because a lot of the tools we create, they may be generic in nature,
but sometimes we go ahead and add features to them that basically benefit the intruder
and not necessarily the administrator.
And yes, I am guilty of doing that.
And yes, I will continue to do that.
Oh.
Sure, go ahead.
Go ahead.
Applaud things that help intruders.
There you go.
Now, using some of these tools we've created, some of us have destroyed.
That is very true.
You cannot get around this at all.
The only defense that we have is that in any grouping of people,
any time you cut one segment of society, you're going to have a few bad apples in the group.
That's just the way it is.
Okay?
It doesn't matter whether you're talking about the feds.
It doesn't matter whether you're talking about us.
There's going to usually be a few that do that.
And we have to live with that as a part of our society, of our group.
Another thing we've done is we've done disclosure.
As we've gathered information, we've shared.
Initially, we shared with each other.
And gradually, whether it was that we got older and wiser,
or we just simply decided that it was much more important,
we started sharing this information with other people.
We tried to really create a good sense of camaraderie around a lot of this.
Again, the disclosure self could be a whole talk on itself,
because it does have its good side.
It does have its bad side.
But personally, I still believe in full disclosure.
I still feel we should move forward in that direction.
I encourage everyone else.
I encourage everyone else to do that.
It's important to at least get that information out.
Here's a question that I want to start with to get people thinking.
Why are hackers feared?
And it probably boils down to this simple fact.
If someone comes up with a method of using a piece of technology
in a way beyond what it was intended to do,
a hacker will usually intend, they will usually admire that type of thing.
Additionally, injection of humor and or irony will add extra points.
And here's the point that the rest of society tends to miss.
This admiration that we have for technological trickery,
where we're able to bypass and make things do what they weren't intended to do,
we think is neat.
We think that is cool.
And even if someone is doing something illegal,
we still have a tendency to at least admire it if it was technically fascinating.
This happens not just in our arena, but in other areas as well.
When you see the movie where the guy climbs down the side of the building,
goes in and bypasses all the electronic security and steals the diamonds,
we think, wow, that was cool.
It's that same type of thing that we have.
And because we know a lot about stuff they don't know about,
they have a tendency to fear us for those reasons.
That's unfortunate.
And as far as the humor thing goes,
just one funny thing because I saw it right before this conference started.
I was looking over on the attrition site
and looked at some of the postings from someone going by the name Evil Angelica,
and I found them absolutely hysterical.
Now, what this person did was wrong,
and I do not condone doing it,
but it was funny, you know.
Probably what is more disturbing for the powers that run society
is that we are willing to cross all kinds of social boundaries
in our quest for knowledge.
You see, the Internet has done wonders for breaking down barriers,
including international borders.
And probably the first group to realize the potential of this concept
were the people that helped build the Internet.
And I'm not necessarily talking about the military industrial complex
that first put things together,
but I'm talking about the hackers and people that were working within educational institutions
that as they started hooking up their regional nets,
it later became what we now known as the Internet,
they are the ones that kind of started breaking down some of those barriers as well.
Now, they had been doing this kind of thing already previously within academic circles.
You know, they had colleagues that were, you know,
on the other side of the Iron Curtain or whatever.
They wouldn't think twice about passing information back and forth
because to them, information was important,
and it was something that was meant to be shared.
And that's kind of...
We've gone through and we've made this process
even more automated and more simplified with the advent of the Internet.
And the thing is, when we get back to the whole fear question,
we, as in Packers,
we know how to share information.
And we know how to contact each other quickly.
And we actually almost have our own language.
I can say something right now.
Let's say that I tell you
port 80, port 53, port 25 is open into the DMZ and the running NT.
You guys know exactly what I meant by that, okay?
You know exactly what this place of security is like.
You know exactly how you go approach to get in.
And that's the kind of thing I think that kind of frightens people
that really don't understand what we do.
This isn't the only thing.
This doesn't explain all the fears.
Because, you know, society at large tends to fear us
because a lot of times the media says that they should.
And this is reinforced with typically inane and technically inaccurate portrayals
of what a hacker is in television and movies.
And we also have law enforcement and government agencies
that at least appear to fear us.
Not so much as they used to, but they still,
I think they still do to a certain extent.
And the thing is with them is, of course, you could say things like,
okay, they're stupid or they just don't get us.
But, you know, I want you to think about this.
I mean, they are not stupid.
A lot of these people, they track down criminals on the most minute of clues.
They put together some fascinating technologies of their own.
I mean, they are actually,
actually fairly smart in most cases.
Now, and a lot of times they are the ones that are helping feed the media
and they're telling the media to fear us and that we are all bad.
And I want to actually think about why that might possibly be.
Who benefits?
Who benefits from this?
You start looking at this.
This is kind of one of the techniques when you're trying to figure out
who or what is behind something.
You start looking at it and you say,
let's see who really benefits from this fear, okay?
One obvious answer is that these law enforcement agencies,
they get budget money, okay?
They say things like, and they go before Congress,
and they say things like, we need more money to fight cyber crime.
Okay?
We need to fight cyber crime because the economy is going to collapse
if no one is willing to put their credit card number into a box on Amazon.com.
We must save the world.
So we need more money and more budgets to go out there and do this kind of thing.
And, yes, I am kind of exaggerating to a certain extent.
But that real, I mean, they have actually gone before Congress
and said that kind of thing.
That, yes, we want to go through and we need more money to do this kind of thing.
Now, one thing I want to point out about those dot-coms, okay,
is as soon as the economy started to take the slightest turn,
the slightest bit of pulling back,
the slightest bit of, what do they call it, a bear market, okay,
then all of a sudden, all these dot-coms all over the place started failing.
And that was because no one had any confidence in them to begin with anyway.
What happens when all of a sudden people have to tighten their belt?
What are they doing?
They're deciding not to order pizza online.
And so those types of dot-coms are failing, okay?
Don't tell me that e-commerce is here yet.
It's really, really not.
Otherwise, if we'd have had that many companies fail at once,
we would have had a major, major, major problem within the economy.
I think that should be obvious to everyone.
Governments benefit from fear of us.
They can tax the people for more money to get the budgets for law enforcement to do things.
And they can, especially here in the U.S.,
they can go through and they say,
well, we're going to alleviate the fears of the people
so that they can use their credit cards online.
They can even get together and say, we're doing this bipartisanly.
We're working together to help you, the people,
keep you safe from those evil hackers.
It does make them look good.
Again, I'm kind of exaggerating points here, okay,
just to try to get you to think about this stuff.
For the more paranoid people in the room,
and there's probably one or two that are here,
if you happen to believe that there is a secret society
trying to create a world government,
I want you to think about this.
We have various international treaties
that are being created.
Some of these are regional,
such as what's going on with the, you know,
the European Union recently did some stuff that was fairly interesting.
Others are more global, such as WTO, WIPO,
these kinds of things, okay?
They've created these treaties a lot of times regarding,
they have stuff in there regarding cyber crime
and intellectual property rights.
And these are basically impossible to enforce
or control
without some type of governing enforcement body
to at least go back to these countries
and say you need to be doing this stuff.
Now, I'm not saying that cyber crime
and the fear of hackers is going to create the new world order
and that we're all going to be enslaved to evil unseen overlords
or anything like that.
But if you happen to be thinking along those lines,
this is what you might call another brick in the wall, okay?
Again, something more to think about.
The media actually benefits from our fear to a certain extent
because in a lot of instances, particularly in mainstream media,
they want sensationalism.
And why do they want sensationalism?
Because they want to sell ad space and make money,
not necessarily inform the public.
They've spent years conditioning the masses to want trite bullshit.
Okay?
The sound bite.
I absolutely hate the sound bite.
There's a lot of reporters that do not like interviewing me
because I tell the truth.
They ask me,
what is the biggest threat computer users face?
And when I answer them,
unpatched systems,
they are disappointed.
And oftentimes they will say things like,
no, no, no.
Everyone says that.
What about hackers?
What about cyber terrorists?
And things like that.
I mean, hmm.
That sounds suspiciously like you're trying to answer my question for me.
And just a side note.
Not all the media.
There's a few people that I know that have got it straight.
But in general, to the media,
this is why hackers don't like you.
Okay?
That's very important to understand.
So we have a world that hates and fears us.
We have a media machine that could give a rat's ass
whether we speak the truth or not.
And governmental law enforcement and commercial security companies
using us to make money and increase budgets.
And this is what I would term to be technological de-evolution.
As a little bit of a disclaimer,
yes, I do work for a software company
that does benefit from all that fear.
Most of the people in this room,
I'm looking around,
I see many friends that work at these same places.
But like the guy said in the movie Sneakers,
well, that's my day job.
Okay.
Let's talk about what we can do.
Before we can talk about what we can do,
we're going to look at what we've actually done.
I almost hate to bring this up,
but I'm going to go ahead and bring it up.
Website defacement.
By the way, when I'm talking about things that we've done,
I'm not going to really get into talking about breaking into systems
and things like that,
because there's lots of other talks here at DEF CON,
and you can go see those things there.
And that's usually what I talk about,
but we'll skip that for now.
We'll get into some other things.
But, I mean, since, like I said,
I think a lot of the media is going to think
that I'm talking about hacktivism,
I have to at least cover the supposed hacktivism activity.
First off, website defacements are not hacktivism.
They're usually boring.
If there is any message that is political,
it is added on as an afterthought.
And I'd invite everyone to take a look at some of the articles
from the attrition folks that's out there on attrition.org
on hacktivism.
They've done a lot of research in this area,
including a very nice expose
on the entire self-fulfilling prophecy
media created Chinese-American hacker war defacements,
which was absolute, complete, and total bullshit.
Okay?
The media created that one.
We had nothing to do with it,
except for a few of those bad apples.
Now, what is the worst thing about this
is that some people really do seem to think
that this is a way to get your political message out.
And the average defacer's work
is never seen by the public at large anyway.
And the message is never reported by the media accurately,
because it's usually the mainstream media
that might get the message wrong.
And usually you're lumped in
with a bunch of lousy graffiti artists,
and so no one's really going to pay attention
to what you have to say anyway.
Do you folks really, really want to piss people off?
You really want to piss them off?
Stop defacing websites.
Think about it.
How will these government agencies get their budgets?
How will these computer software companies sell their products?
How will they sell penetration tests?
To quote one of those movies,
the winning move is not to play.
All right.
I've kind of talked a little bit about,
this is kind of a little bit of a rant there.
Let's talk about some more positive things that we've done,
acts that are truly what I call true hacktivism.
There's a few of them that are actually out there,
things that are actually going on
that are actually very, very interesting.
And a lot of times these don't get reported,
particularly by the mainstream media,
because they have a tendency to,
they're usually handed an article to go do
with a topic in mind already.
Or, you know,
they usually approach it with,
oh, I can't sell that to my editor.
I'm going to have to, you know,
I'm going to have to do something else.
First example, rubber hose.
I hope that people are familiar with rubber hose.
This is really, really cool.
Go to that website.
This is a great example of hackers coding up code
together to help out the oppressed.
Rubber hose, for those that don't know,
it's basically a crypto solution
for people who are afraid
that they are going to get their passphrase
literally beat out of them.
And I'm not making that up.
Your target user for rubber hose
is going to be probably a human rights activist
who writes up and photographs,
digitizes information about human rights abuses
in a foreign country,
and then wants to keep from getting
a passphrase beaten out of them
that could decrypt the data
and endanger the lives of the people
that the activist is actually trying to save,
and including the activist's own life.
That is a very, very important website
that I encourage people to go to
and take a look at,
particularly if you're here
and you're a member of the media.
You really, really need to go and look
and see something positive that's being done.
Another example,
which I know many of us were hoping to see this,
and we'll just have to be patient,
was peek-a-booty.
The stuff that called to the dead cow
and hacktivismo, all this stuff,
they're developing methods
that allow suppressed people
to bypass governmental technology
through technological boundaries,
such as firewalls, filtering software,
to get to information outside of their countries.
I also encourage you to go out
and find a copy of the Hacktivismo Declaration.
This is an extremely important document,
simply because of its solidifying nature.
A lot of the points that I brought up
I found in that document,
which just came out just a few days ago,
and I was extremely excited to read that.
There are a lot of other smaller
examples that are out there.
I heard of one just the other day
from Jennifer Granik,
who pointed it out to me.
There's a man named Patrick Ball
who works for the AALS,
and I cannot remember what that stands for.
But essentially what he's come up with
is a method of what's called the Red Button.
So I'm someone that's working overseas,
I'm working helping people
that are being suppressed by human rights,
and the guys come and knock on the door.
They're going to come in,
and they're going to take away everything
off that hard drive.
You hit the Red Button,
the entire hard drive is encrypted,
and the key to decrypt it is in New York.
So there's no way that no matter what they do,
they're not going to get that data.
And the data itself is never destroyed,
unless they destroy the entire hard drive.
So those are some things that are kind of interesting
that are going on.
Besides supporting projects such as these,
I'm going to bring up some other,
I guess, controversial material.
You have to remember that there's other things
than just transgressions against people
with human rights,
but there's transgressions against the environment.
There's also transgressions,
I guess what I call,
against knowledge itself
that is being perpetrated
by some of these tightly-knit circles.
Let me ask you this.
Does anyone here know someone
who has died of ovarian cancer?
Raise of hands.
Anyone know someone that's died of ovarian cancer?
Okay, a few people do.
And if you ask around in your family,
you're probably going to find
that there are other people
that have died of ovarian cancer.
And before I go much farther in this story,
I'm not going to give out any more details
than what I'm going to tell you here
because I don't want to be
on the wrong end of a lawsuit on this.
Ten years ago I was doing,
actually it was 11 years ago,
I was doing some consulting
at a large transnational controlled
pharmaceutical interest on the East Coast.
And I was given access into where the servers were,
and these servers were sitting in
a bio lab of some kind.
And it was one of those things,
I mean, many of you have done consulting.
The guys didn't know really what they were doing.
And I was hired for a day.
I was done in 20 minutes.
So I'm playing around to kind of cover my time
and to make it seem like I've actually
been doing a whole lot.
I was looking around on some of the desks
and I saw some papers lying out.
And there was stuff in there
that indicated in some of these documents
that it was referencing cures for cancer
and how there were different types of cancers
and that one type of chemical compound
may destroy one type of cancer cell.
It may not destroy another.
And I'm looking at those.
Someone came in and says,
hey, you're not supposed to be
reading that kind of stuff.
And I says, oh, okay.
So I went back over to the computers
or poking around on the computer system there
and I had full administrative access to it legitimately.
I was told I could look at any file on the system
to solve the problem.
So I decided I'll start looking at the Word documents
on there and other things.
And in there I found essentially
all the documentation regarding a cure
for ovarian cancer.
This is 11 years ago.
Where is this cure now?
It's not here.
Do you know why it's not here?
Do you know what this company
did with that information?
They used it to sell early detection kits.
They used it to sell treatments.
That's what they used this for.
They made millions and millions of dollars
and it did nothing to benefit
anyone that really needed it.
People died.
This is one instance.
When I was getting ready to leave that company
after I finished my consulting engagement,
I said to them, I'm sorry,
I said to them, I can't believe what I just saw.
And they said to me,
they said, hey, you know what?
You ought to come work for us.
We do all kinds of really cool and neat things.
Yeah, we got the cure for ovarian cancer in there.
Hell, we've got, probably got the cure
for the common cold somewhere in those files
and somewhere in those systems.
You know computers.
Why don't you come on?
Come on and give us a hand.
It was, no way, no way am I going to do this.
I thought about going in afterwards.
I went after some of the people,
the scientists and stuff.
I grabbed their names.
I tried contacting them at home,
asking them how they could sleep at night.
I couldn't get into the system.
It was air gap.
They ended up closing down that facility
and moving it to another location.
I have no idea where it's at now.
But there you have it.
That's just one.
That's just one incident.
Now I can also go on and talk to you about Dow Chemical
and some of the things that DuPont and those guys did
back in the 70s and 80s.
These people were brought up on criminal charges.
And it's kind of sad that you have that kind of thing
that's going on out there in the world.
And all of a sudden doing things such as defacing a website
don't seem quite as important anymore.
They're kind of childish.
Now I find this type of a crime against humanity
as bad as anything I think I've ever encountered, ever.
Now I'm not advocating that we immediately go out
and Erin Brockovich their ass.
Although if someone wants to, that's fine.
But like I said, I'm not going to divulge the company's name.
I'm not going to be, because they'll come after me.
But I am saying that there are much more interesting
and worthy targets if you're going to decide
to go out and get your message out
or do whatever it is you want to do.
And I just want to imagine if one of us heard
of a transnational, one of these multinational global conglomerates
that held a secret like this that was proprietary.
But again, disclosure could result in saving lives.
Now imagine if we were organized.
And I think this is why we are really feared.
Because quite frankly, because of such things
which Erin Brockovich and others have uncovered,
what perhaps some of you may have uncovered,
maybe we really do need to organize.
And most of these transnationals,
they really only care about their one true God with two heads.
And those two heads are money and power.
And that's it.
And this is why I think they really fear us.
I do recommend this.
I do think we need to start to join forces
and help out other groups that are out there,
maybe such as Amnesty International.
I don't want to get too, you know,
wispy-eyed about all of this in front of you on this,
but it is something that does mean something to me.
I think what could happen if we do start to organize with them
is that we could learn a lot about protecting ourselves,
about protesting against things,
and I think they could learn a lot about the technology
that would benefit them in what they do.
I think we can actually create a real,
there could be a real symbiosis,
something that really works well.
Stay tuned for developments.
I've been talking with a number of people
from different hacker groups
that I've hit up with earlier this week
and in the past couple of weeks,
and I think we're hoping to,
to do more on this.
And as society continues to de-evolve into greed
that are caused by, you know,
the puppeteers that are running this clusterfuck
that we call our society,
we have to prepare ourselves for a few inevitable truths.
We have to prepare ourselves to remember that
if we the people,
are being screwed by the man,
and the man is controlling the information,
you can bet that we the people
are going to turn to us for help.
We're already volunteering
to help out other citizens on this planet
with such projects as Peek-A-Booty and Rubber Hose.
However, with increasing globalization,
it is possible that elements,
particularly oppressive ones,
from different nation states,
will begin to affect us.
And this brings us back to Wittershins,
the opening of closed circles to release their magic.
As I stated, we are prisoners.
The key to unlocking our shackles is information.
That is why we say information wants to be free.
A lot of this information has been gathered
and closed away from the rest of us.
Some to protect others,
some to protect us from ourselves.
Some just to make money on the backs of others.
And I want to give you a little bit of information.
I want to just bring up a few facts
about how our talents are being used against us.
We're being used by the system.
I am, you are.
We have to work.
We work hard, all of us,
because really nothing is free.
None of us live in freedom.
We're enslaved to various systems,
such as credit card debt,
the entire healthcare and insurance cycle,
mortgages, car payments.
We are slaves of our own economy.
Know this.
Your skills are being tapped into by others,
the great them, they.
They watch our websites.
They sniff our email.
They watch our post a full disclosure mailing list.
They study our habits.
They watch our very thought processes
that we detail in research papers.
They use us to say that we are a danger to society,
and yet they use our honed skills
to build their defenses.
Those that spy upon us,
have greater technabilities than I think
than we previously guessed.
There's been a lot of talk,
especially with the previous talk,
regarding such things as the NSA.
And I, for one,
don't necessarily believe that they caved to public pressure
and allowed export of crypto over 40 bits.
That's just something you don't want to just
tip your hand to the enemy to do.
My guess is they could probably cut through
128-bit encryption like butter,
and they could probably do it in real time
if they wanted to.
And so I think they've...
It's really raised the bar.
You know, I would not be surprised,
to tell you the truth,
if 1024-bit within the Inner Sanctum
was probably capable of being brute-forced
in just a day or two,
and 2048 within a week to 10 days.
It just seems to me to make sense.
And maybe you call me paranoid,
but I'd rather live paranoid than looking,
just in case they are watching.
But we'll not find out about it,
because the enemy states
they would find out about this as well.
So I don't think we're going to find about this
any time soon.
My guess is anything close to the real capability
will be denied.
Denied is technically impossible to keep us
and the rest of the real world in dark.
It is the nature of governments
to try and maintain control over its people
and preserve the infrastructures that sustain it.
With the de-evolution of the nation states,
the rise of the transnational states,
we must realize that we,
the computer underground,
are more of a target of various governments
and transnational states than ever before,
because we are a provisional government
away from becoming a transnational state ourselves.
As I said earlier,
if we were organized,
they would really fear us,
because we would be unstoppable.
And maybe that really is it.
If we are a headless provisional government,
with hackers holding the wires
instead of the infamous them,
they can't control it,
and I think that drives them absolutely mad.
And I think they will try and stop us,
under the guise of laws used to protect us
from cyber-terrorist issues,
such as college students trading MP3s,
we are seeing our basic rights
slowly being eaten away.
A journalist,
who actually understands this stuff,
and is not an idiot,
who goes by the name of Lou Cook,
has labeled this neo-McCarthyism
with the name of cyber-steria.
And it is real.
It draws circles around islands of information and freedom,
and it closes it off.
We have to find these circles
that ensnare us,
and we have to open them up.
Their energy needs to be released.
It has been said that the internet
is the great equalizer,
and we should make that so.
We cannot wait until they take away our rights.
This is not a veiled threat
about some bleak William Gibson
futuristic landscape,
and all of us romanticizing we are neo,
running around trying to unplug the man.
They are at the door.
Now.
It is here.
Remember,
what techniques used to suppress human rights
in the physical world
can be adapted to the virtual one.
We all could be next.
It is cyber-hysteria indeed.
We are hackers.
We adapt.
If we are outlawed on the internet,
we will circumvent our shackles.
Maybe we will return to our BBSs of old,
but we will still share our information,
and we will still get our message out,
and we will not be suppressed.
They will try their disinformation subterfuge
and try to cloud your minds
with petty arguments about such things as
full disclosure debate,
open source versus closed source,
and the technological interpretations of our work.
But it will only strengthen our resolve.
They will try and stop us
from entering their sacred little circles
by chopping off the heads of our leaders.
But guess what?
There will be the occasional rallying battle cry
by an individual or group,
but there are no real leaders,
only resolve and raw, unbridled intellect.
Black hats,
white hats,
gray hats,
crackers,
script kiddies.
You can use those terms,
and you can try to subdivide us
and pit us against one another.
It's not going to work.
We are hackers.
In closing,
I just want to say,
with a traditional Wiccan saying,
the circle is open,
yet unbroken.
Merry meet,
merry parts,
merry meet again.
Thank you,
and blessed be.
